IMTucsmo Muno6pHayku Pocenu oT 14.05.2018 N2 08-1184

O manpaB/sieHnu HHPOPMALTUU

MUHUVCTEPCTBO OFPA30OBAHUA U HAYKU POCCUHCKOM
OEAEPAIINI

IINMCBMO
oT 14 masa 2018 roga N2 08-1184
O HanpaBjieHuN UHPOpPMATUU

JlemapTaMeHT TOCy/IapCTBEHHON TOJUTUKH B cdepe oOmero obpas3oBaHUs
MunoOpHayku Poccum HampamiseT Uil CBefleHHsA paspaboTraHHble BpemeHHOU
komuccueii CoBera ®eznepanuu 10 Ppa3BUTUIO HUHOOPMAIMOHHOTO OOIIECTBA
METOJUYEeCKUEe PpeKOMeHJalluAl O pa3MelleHuu Ha HHOOPMAIMOHHBIX CTeH/IaX,
opUIMAIbHBIX  UHTEpHET-caliTax U  JpyruxX  HH@MOPMALMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTAaHU3AIUN W OPTraHOB, OCYIIECTBJIAIOIIUX YIIpAaBJIeHUE B
chepe obpazoBaHus1, HHGOPMAIIUK O OE30IIACHOM MOBEJIEHUN W HCIIOJIb30BAHUU CETH
«IHTEpHET».

Jupekrop [denapramenTta
A.E. Iletpos

MeTtoauueckue peKoOMeHJanuu
0 pa3MeleHU" Ha UTH(POPMAIMOHHBIX CTEH/IaX, O(PUITNATIBHBIX
HMHTEPHET-calTax 1 APYyrux nH(OPpMaAIIMOHHBIX pecypcax
001Ie00pa3oBaTe/IbHbIX OPraHU3auii U OPraHoB,
OCYIIIECTBJIAIONIUX yIIpaBjaeHue B cdhepe ooOpa3oBaHuA,
nH@oOpMaU O 6€30IMACHOM NMOBEIEHUU U UCIOJIb30BAHUU CETU
«AHTEepHEeT»

dkcnepraMu U uieHamu Bpemennoil komuccum CoBera Pesepanyu 1o pas3BUTUIO
“HGOpPMaNOHHOTO 00IIIecTBa B paMKaX BBITIOJIHEHUS PEKOMeH/Ialluil maplaMeHTCKUX
CJIyIIaHUM «AKTyasibHble BOIIPOCHI obOecrieueHUsl O€30MACHOCTU U Pa3BUTHUA JleTell B
UH(POPMALIMOHHOM IIPOCTPAHCTBE», KOTOpBIe Ipouuin B CoBeTe Pesepaniniu 17 anpesid
2017 Tr., ObUTM pa3paboTaHbl MeTOAMYECKHEe PEKOMEHJIAIUM O pa3MeIlleHuHu Ha
WHQOPMAlIMOHHBIX  CTeHAAX, OQUIMATBHBIX  UHTEpPHeT-caliTax U  JIpPyTUx
WHQOPMALIMOHHBIX pecypcax o0011eo0pa30oBaTeIbHBIX OpraHuU3aliii U OPraHoB,
OCYIIEeCTBJIAIONIUX yIIpaBjieHUe B cdepe obpaszoBaHusdA, uHpopManuu o 6e30mMacHOM
IIOBEICHUM U HCIIOJIb30BaHMU ceTu «VHTepHeT» (Hasmee - MeTOAHYECKHE
PEKOMEH/IAIIHH).

MeTroauueckue peKOMEHJAIluM HallpaBJIEeHbl HAa KauyeCTBEHHOE IOBBIIIEHHE YPOBHS
WH(POPMAIIMOHHON JIeATeIbHOCTH 00Imeo0pa30oBaTeIbHbIX OPraHU3aIliil U OpPraHoB,
OCYIIECTBJIAIONINX yIpaBiieHHe B cdepe oOpa3oBaHHsA, B YaCTU WHOOPMHUPOBAHUA
yJaluxcs, UX poauTesen (3aKOHHBIX MPEeACTaBUTENIEH) U MeJarornyeckux paboTHUKOB
00 OCHOBHBIX aclieKTax HGOPMAIUOHHOHN 6€3011acHOCTH.



MeToiyeckrie peKOMeHAlNU IO3BOJIAT 00I1eo0pa30BaTeIbHBIM OpPraHU3alUuAM U
opraHaM, OCyIIeCTBJISIOIINM yIIpaBjieHue B chepe 00pa3oBaHus, aKTyaTU3UPOBATH yIKe
HCIOJIb3yeMbIE U pa3MellleHHble MHPOPMAIlMOHHBIE MaTEPUAJIbI, TAK U TIOATOTOBUTD UX
B CJIy4ae UX OTCYTCTBUS C yUE€TOM JIyUIINX IPAKTUK U PEKOMEH/IAIHH.

B pamkax MeToUUeCKUX peKOMeHallui paccMaTPUBAIOTCA CIIelyI0Iyie UHCTPYMEHTHI:
1. ”"HOPMAIMOHHbBIE CTEH/bI;
2. opuruasbHble NHTEPHET-PECYPCHI;

3. cpeacraa MacCcOBOU I/IH(I)OpMaHI/II/I (HIKOJ'II)HI)Ie ra3€Thl, IIeJarorndyeCkue nm3janud "
Apyrue).

Nuadopmanmonnsie creHasl Ha nHpOpMAIMOHHBIX CTEH/IaX B 00IIe00pa30BaTeIbHBIX
OpraHM3aIuAX, PACIOJIOKEHHBIX B (oMe yUpeK/eHUH W B KaOMHEeTax, OCHAIEHHBIX
MEpCOHAILHBIMU yCTPONCTBAMHU /I BBIXOA B ceTh «IIHTepHET», PEKOMEH/IyeTcs
pasMecTuTh WHPOPMAIMOHHBIE TAMATKH, COJAEpIKAIle OCHOBHBIE COBETHI IIO
obecrieueHu0 HHGOPMAITMOHHON 6€30ITaCHOCTH yUaIuXCsl.

B mpunoskennn N21 K METOAUYECKUM PEKOMEHAIUSIM IIPeICTaBIeH 00pa3el] maMATKH
JUI pa3MellleHus Ha UH(QOPMAIMOHHBIX CTEH/1aX.

CpenctBa MaccoBoii wuHpopmanmuu B cpexgcrtBax  maccoBod  mHQOpMAaIuu,
OPUEHTHPOBAHHBIX Ha OO0yJamIIuxcs, peKOMeHAyeTcsd B TeUueHHH ydeOHOro roja
peryysipHO IyOJIMKOBaTh WHGOPMAIIMOHHBIE MaTEPHAJIbI, MOCBAIIEHHBIE OTAEIHHBIM
acekTaM MHGpOPMANMOHHON 0e30IacHOCTH, a TAaKXKe PA3JIMYHble MaMATKU OOIIETO
Xapakrepa.

B cpeacrBax MaccoBod uHQOpManuy, OPUEHTUPOBAHHBIX HaA IeJaroruyecKyro
OOIIECTBEHHOCTh, PEKOMEH/yeTCS B TEUEHHUU KAJIEHJAPHOTO TOZa PEryJspHO
my0JsinKoBaTh MHGOPMAIMOHHBIE MAaTEPHUAJIbl, IMOCBAIEHHBIE OTAEHHBIM aCIEKTaM
MH(OPMaOHHOU 0e30macHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
0011e0bpa3oBaTeyIbHBIX OpPTraHU3AIlUi, a TaKXKe PpAa3JIMYHblE MAMATKHA, O0030DbI
HOPMAaTHBHO-IIPABOBOTO  peryJIMpoBaHus JIaHHOU cdepbl U uUHPOpPMAIUIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B TAHHOU cepe.

B xonme mnposenenus EnuHoro ypoka mno 6e3omacHoctu B ceTu  «VIHTepHET»
pekoMeHyeTcsi o0OeclieunTh BBIIIYCK TEMAaTHYeCKOTO BBIIYCKa CpeJicTBa MacCOBOU
nHdopmanuu 1ubo cepuu MmyOJINKAIUH, CPEJI KOTOPBIX PACCMOTPETh OPraHNU30BaHHBIE
MEPONPUATUSA JUUIsI OOYy4YaroIIUXCs, WX PpoJuTesed (3aKOHHBIX IIpe/ICTaBUTENIE) U
Ie/laroruyecKkoi o0IeCTBEHHOCTH.

OdunuanbHbIe HaTEpHET-pecypchl O061eo6pa3oBaTETLHBIM OpTaHU3AIUIM
peKoMeHayeTcsI Ha CBOMX oOQumuasbHbIXx HTepHeT-pecypcax  00ecnedyuTh
(pyHKIMOHUpOBaHUE  CAMOCTOSITEJIBHOTO U CIENUAJIN3UPOBAHHOTO  pasjen
«HdopmarioHHas 6e30MacHOCTh», B paMKax KOTOPOTO MPeyCMOTPETh pa3MellleHue
cienaytoilei nHGopMaIum:

®opmart
Ne Pa3nea/moapazaen NpeACTABJICHUA Coaeprxanue MaTepuaIoB
MaTepUuaIoB




JloxanbpHBIC
HOPMATHBHBIC
chepe
MH(pOpPMAITMOHHOM
0e30IMacHOCTH
00yJaIIHIOIITUXCST

aKThl B

oOecnieuenust Konum JOKyMEHTOB

B popmare *PDF

Pa3zmMemiarorcss KomuM JOKYMEHTOB, T.€.
CKaHWPOBAaHHBIM BapWaHT JIOKYMEHTA,
COOTBETCTBYIOLIIMH  TpeOOBaHMAM K
napameTrpam CKaHHUPOBAHUSI.
Pasmemarores JIOKYMEHTHI,
pErJIaMEeHTHPYIOIINE  OpPraHH3alui0 |
paboTy ¢ TEepCOHANBHBIMH JIaHHBIMH,
IUTAaHBl MEPONPUATHH MO 00EeCTIeYeHHIO
UH(POPMALIMOHHOM 0e30macHOCTH
00yJaIoOUIMXCS U IPyTHE.

HopmaTtusHoe
pEryJInpoBaHue

Konnu
JIOKYMEHTOB B
¢opmare *PDF

[TyOnuKyIOTCsl aKTyalbHbIE CBEJICHUS 00
(benepanbHBIX u pETrHOHANTBHBIX
3aKOHAX, MUCbMAax OPTraHOB BIIACTH H
JpyTHue HOPMaTHBHO-TIPABOBBIC
JOKYMEHTHI, periIaMeHTHPYIOIINe
obecrieueHue nH(pOpMaITMOHHOM
0€30MaCHOCTH  HECOBEPUICHHOJIETHHUX.
JlomyckaeTcsi BMECTO KON pa3MeniaTh
THIEPCCBUIKA  HA  COOTBETCTBYIOIIHE
JOKYMEHTBHI ~ Ha  caiTaXx  OpraHOB
rOCyJIapCTBEHHOW BJIACTH.

Ilegarornyeckum
paboTHUKaM

Tekct Ha cTpaHuIe
caiita Komun
JIOKyMEHTOB B
¢dopmare *PDF

Paszmemmarorcs
PEKOMEH1alluu u
uHbopmanus 0
MPOEKTaX u
HaIpaBJIEHHBIX MOBBIIICHHUE
WH(POPMAITUOHHOMN TPaMOTHOCTH
Mearorn4eckux paboTHUKOB.

METOAMYECKHE
YKa3bIBaETCs
MEpONPUSITHSIX,
nporpaMmmax,
Ha

OOyuarommumcst

Tekcr Ha cTpaHule
cairta

Pasmemaercs nH(pOpMaIMOHHAS
namsaTka  (mpuiokeHue — Ne2)  wu
YKa3bIBAETCs uHpopmanus 0
MEPOIPUITHSIX, IIPOEKTax u
IporpaMmax, HaIpaBJIEHHBIX Ha
MOBBILLICHHUE nH(pOPMaLOHHON
IPaMOTHOCTH 00Y4YarOLIUXCS.

Pomutensim  (3aKOHHBIM

TekcT Ha CTpaHULC

Pasmemaercs nH(pOpMaIMOHHAS

MPEICTAaBUTENSM .
pea ) caira namsTka (mpusnoxxeHue Ne3).
o0ydJaronmxcs
Pa3zmemaercs nHpopMaIus 0
Herckue  Ge3omacHble | TekcT Ha cTpaHUIE | PEKOMEHIYEMBIX K HCIOJb30BAHUIO B
CalThI caira ydaeOHOM TIpoliecce 6e30macHbIX calTax,

GaHHCpBI 0e30IMacHBIX JIETCKUX CalTOB.

CBOHX

o(pUITNATBHBIX

OpraHam, OCYIIECTB/IAIOIINM yIIpaBjieHUe B cdepe oOpa3oBaHUs, PeKOMeHJlyeTcs Ha
HNHTepHeT-pecypcax

obecrieunTh  (PYHKIMOHUPOBAHUE




CaMOCTOSITEJIBHOTO U CHENUAJIU3UPOBAHHOTO  paszen «radpopmanimonHas
0e30macHOCTh», B paMKaxX KOTOPOTO IIPeAyCMOTPETh pa3MelleHUe CJIeAyIoIei
nHOpMaINH:

[Ipunoxxenue N1

ITamarTka
1A o0yuaomuxcsa 00 nHGOPMAIIMOHHOU 0€30IIaCHOCTH JIeTeH

HEJIb34

1. Bcem moapsia coobmaTh CBOIO YacTHYIO mHMopmaruio (HacTosmye uMs, ¢haMUInIo,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEU CEMbH U IPY3eH);

2. OTKprBaTI) BJIOXKE€HHDbIC (baﬁ)'[bl SHeKTpOHHOfI II04YThI, KOrga He 3Haellb
OTIIPABUTEJIA,

3. I'pyObuth, npuampaTrbcs, OKa3bIBaTh JlaBJI€HUE — BECTH ce0s HEBEXKJIUBO U
arpeccuBHO;

4. He pacnopsikaiics neHbraMm TBOeU ceMbu 0e3 paspelleHusl CTapIIux - Bcerjaa
CIIpaIIuBail poiuTesIen;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOKHO

1. He Bce mumyt npasay. Yuraems o cebe Henpasay B VIHTEpHETe — cO0OOIIM 00 3TOM
CBOUIM POJIUTEJISM WJIA OTIEKYHAM;

2. [IpursiamamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - ITPOBEPD, HET JIU ITOBOXA;
3. HezakonHoe konupoBaHnue ¢aiyioB B UHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCET/ia IIOMOTYT;

5. Mcnonp3yit HACTpOUWKM 0e30MacHOCTH U IMPUBATHOCTH, UTOOBI HE IMOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTeel;

2. [Tonp3yenbess THTEPHET-UCTOUHUKOM - JleJIal CChIIIKY Ha HETO;
3. OTKpBIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MMOMOIIBIO B3POC/IBIM - POJUTEIH, OIIEKYHBI U aJIMUHUCTPALUs CAaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiizu oOyueHue Ha cailite «CeTeBUYOK» M IIOJIy9d MACIOPT IU(PPOBOTO
rpaxgaHuHal

IIpusoxenue N° 2



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HMHTEPpHETE CTAaHOBUTLHCA 6OJIBIJ_I€, a IIKOJIBHUKHW OAHHU U3
CaMbIX aKTUBHBIX I10JIb30BaTe/ el PYHeTa. Memy TEM, IOMHUMO OI'POMHOTI'O KOJIMYECTBA
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U l'IpO6.T[eMI>I. dTa mamsaTKa JAOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomImbroTepHbBIE BUPYCHI

KommbioTepHBINT BHUpPyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTBIO KOTOPOH SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT IOBPEIUTh WJIN IOJHOCTHIO YHUYTOXKUTH BCE
daiiel ¥ AaHHBIE, IOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHU KOTOpOro ObLia
3amyllleHa 3apak€HHasdg IPOrpaMma, a TaKKe IOBPeIUTh WM JaKe YHUUYTOXKUTH
ONEpAIMOHHYIO0 CHUCTEMY cO BceMHu ¢aillaMu B 1eJoM. B OOJIBIIMHCTBE CiIy4aeB
pacIpoCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcmionp3yil cOBpeEMEHHBIE OIlepallMOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. ITocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3aIUIATKHA, KOTOPBHIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbI) U JApyrue OOHOBJIEHUs CBOEU
omnepanuoHHOU cucteMbl. CkaumBal UX TOJIPKO ¢ OQUITUATIHLHOTO caiiTa pa3paboTInKa
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe IO/ IpaBaMU I10JIb30BaTeJis, a He a/IMUHUCTPATOpA.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBAThCS HA TBOEM
MIEPCOHATILHOM KOMITBIOTEDE;

4. Mlcrionib3yli aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHNEe HOcUTeIu UHQpOpMaIuy, Takue Kak iemnika, Auck uin ¢aiin
U3 UHTEPHETA, TOJIbKO 13 NpOo¢depeHHBIX HCTOUHUKOB,

7. He oTKpbIBail KoMHblOTepHBIE (ailabl, MOJyUeHHble U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxe Te dailibl, KOTOpble IPHUCIal TBOU 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIPABJIAII
JIY OH Tele uX.

Cetu WI-FI

Wi-Fi - 570 He BUj Tiepefauym JIAaHHBIX, HE TEXHOJIOTHSA, a BCETO JIMIb OPEH, MapKa.
Eme B 1991 roay HujepJsaHjcKas KoMIIaHUA 3apeructpupoBasia 6pens, « WECA», uto
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBomuTCSA Kak
«0OecrpoBOHAS TOUHOCTH».

Jlo Hamiero BpeMeHH /lolIa Jipyrass abOpeBuaTypa, KOTopas SBJSETCA TaKOM ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKoBoU TexHuku Hi-Fi, yTo B mepeBosie 03HAYaeT «BBICOKAs
TOYHOCTB».



Jla, OecIIaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeJISAX U adPOIOPTaxX ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJJa B UHTEepHeT. HO MHOrue 3KCHEPThl CUMTAKOT, UYTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBow JMuHYI0 uWHMOpManuio depeld obmeaoctymable Wi-Fi ceTu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnbszoBanuu Wi-Fi otrimoun ¢yuknuio «OO6muil goctyn Kk daiyam u
npuHTepam». JlaHHasg QYHKOUA 3aKpbiTa [0 YMOJTYaHUIO, OJHAKO HEKOTOpPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JJIA y/100CTBA UCIIOIb30BaHUSA B paboTe wiau yuebe;

4. He ucnionp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAaHHBIX, HAIPUMED JJIS
BBIX0/]a B COIIMAJIBHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Unonwp3yil Tobko 3amuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAYM UMeHHO «https://»;

6. B wmoOwibHOM TenedoHe OTKIoun GyHKnuio «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /omMycKkail aBTOMaTUYECKOTO MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CornasibHble CETH aKTHBHO BXOJAT B HAIIly 3KU3Hb, MHOTHE JIFOJU PA0OTAIOT U 3KUBYT
TaM IIOCTOSIHHO, a B Facebook y»e 3apervcrpupoBaH MUJIHAP/, YETOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTeJieH ITaHeTbl. MHOrue II0J1hb30BaTeM HEe IMOHUMAIOT, UTO
uHpopManus, pa3MellleHHas UMH B COIMAJIBHBIX CETAX, MOXKET ObITh HalfleHa U
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3eill. ¥ TeOsA B APy3bsIX HE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO >ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATETN BUJIEJIH, UTO ThHI 3arpyskaeib? [logymaii, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu TeI TOBOPHUIIIB C JIIOABMU, KOTOPBIX He 3HAEIIb, HE HCIOJIb3yH CBOE peajibHOe
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/I€ THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHHE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJIOKHbBIE ITAPOJIH,
cocrosye U3 OykB U U@P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 cOIUaIbHOM CeTH, TOYTHI U JPYTUX CAUTOB HEOOXOAUMO HCIIOJIH30BaTh Pa3HbIE
maposia. Torga ecau Tebs B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOJIyYaT JAOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

ONIeKTPOHHBIE JIEHBI'H — 3TO OUEHb yJIOOHBIN Crocob IIaTekei, OHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO M MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHE, IJle UX
pasiesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbBIE. Pa3HHIIA B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa I[IPOBOAUTL omepanuu 0e3
naeHTUPUKAIUY T0JIb30BaTeIsI, a B HEAHOHMMHBIX HAEHTHU(DUKAIUKA I10JIb30BATEIIS
ABJIAETCS 00s13aTEeIbHOM.

Takske ciezyeT pa3janyarh 3JIEKTPOHHBbIE (DUATHBIE AEHbIU (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHaTHbIE IeHbI'H (He PABHBI FOCYAAPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN ApOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnosnp3yir ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AI[UIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraZaTh CJIOMKHBIN
naposib. HazieskHbple maposimi — 3TO MapoJiv, KOTOpble CoZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKMe KakK 3HaK /I0jy1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA IOUYTa — 3TO TEXHOJIOTHSA U IIPeJIOCTaBIAEMbIE €l0 YCIIYTHU 110 IePEChLIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PaCIpeAesIsIoTCs B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IOUTOBBIM AIIUK BBIIVIAAUT CJAEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTeIA(@UMA_JIoMeHa. Takke KpoMe Iepe/ilauul IPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOM MOYTOMU:

1. Hazo BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAEIIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3piBail B IMYHOU moute JIMIHY0 nHpopmaruw. Hampumep, ydiiie BpIOpaTh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIHUI0. DTO KOTJla IOMHMO MapoJisi HY?KHO BBOJIUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu CJIOKHBIM mapoJib. 1A KaXKJIOrO IOYTOBOTO SAIIUKA JOJDKEH OBITh CBOM
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, UCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX SAINIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JIEKTPOHHBIN aJIpec He HaJI0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail aiiyibl U Jpyrue BJIOXKEHUS B MHChMaX JlasKe €CJIM OHU HPUIILUIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocite okoH4YaHWsA PabOTHI HA MOYTOBOM CEPBUCE IEPE]] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHWE COOOIEHUsIMU, COAEPIKAIUMH OCKOPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COIIMAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaticss B 60M. JIydmuii crmoco6: IMOCOBETOBAThCS KaK ceOs BECTU U, €CJIU HET
TOTO, K KOMY MOKHO 00paTUTbhCsI, TO BHaUYaJIe YCIIOKOUThCS. EC/TU ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTy Xy/IMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETHHO;

5. Coburoait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél eguHUYHBIN HeratuB. OJIHOPa30BblE OCKOPOUTEJbHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSIMU, B COITUATBHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COODIIIEHHH C OITPE/IeIEHHBIX aJIPECOB;

8. Ecim Tl cBuzerenb KubepOyyuimHra. TBoOW JAeHCTBHA: BBICTYNIUTH IIPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemeHnHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIIMOHA)N, ¥ Temephb OHM MOTYT KOHKYPHPOBaTh €O CTAallMOHAPHBIMHU
KomIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJI OI00HBIX YCTPOMCTB ITOKAa OUEeHb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To >ke camoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOUJILHBIE 6paysepb1 YXKe IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaAJIOTH, OJHAKO paCIIupEHUue (I)YHKIII/IOHaJIa BJIEUET 3a cOOOH 6OJIBH.IYIO CJIOKHOCTDb N
MEHBbIIYIO 3alllUIINECHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecIIaTHBIM. ByZib OCTOpOXKeH, BeAb KOraa
Tebe mpesIaraloT OeCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO TIATHBIE
YCIIyTH,

2. Jlyma#i, mpexjie uem otapaButh SMS, doTo miu Buaeo. Thl TOUHO 3HAEIID, TJI€ OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlepallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcniosb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJI1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xaif npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

6. ITocsie TOTO Kak ThI BBIMJEIIH C CAlTa, T/i€ BBOAWII JIMYHYI0 UH(pOpPMAIHIO, 3aiu B
HAaCTPOUKHM Opaysepa H yziaau cookies;

7. llepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMepe;

8. /laBaii cBoii HOMep MOOWJIBHOTO TesjedoHa TOJIBKO JIIO/ISIM, KOTOPBIX Thl 3HAEIIh U
KOMY /IOBEpSI€elllb;

9. Bluetooth momxeHn OBITH BBIKJIIOYEH, KOTZa Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYeHUs,
00beUHSIONINE COTHU THICSY YEJIOBEK 0 BceMy MUpPY. VITPOKM HCCIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJJaHHsA, CPAKAIOTCA C MOHCTPAMHU H
MOJIy4alOT OMBIT. 3a YJAOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAYMBAIOT
aOOHEMEHT WJIU TPUOOPETAI0T KAKUE-TO OIIIHU.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha caMmy
0e30MacHOCTh: COBEPIIEHCTBYIOTCH CUCTEMbBI aBTOPHU3AI[UH, BHIIIYCKAIOTCA HOBBIE MTAaTUN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOPU3aAllNK OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroit urpok BezieT ce0s IJI0X0 WM CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMUHHUCTPpATOpaM HWI'Pbl Ha IIJIOXO€ IIOBE€JEHHE OTOI'0 HUI'PDOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDb KaKKhe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIIEHHUKHA II€PEMECTHJINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TOJYyYEHUH KOHDUAEHIHMAJIbHBIX JaHHBIX II0JIb30BATEIel —
JIOTUHOB | naposieii. Ha anrimiickom si3eike phishing untaercs kak pumuar (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh afIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHbIEe U pa3Hble naposu. TakuM ob6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B310MAas, TO HEOOXOAUMO TIPEIYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHUe ImapoJisi B Opaysepe;

7. He oTkpbiBail aiiyibl U Jpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCcJId OHU MPHUIILIN OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (paiibl.

[Mudposasa penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAs WIN IO3UTHUBHAA UHQOpMaIs B ceTU O Tebe.
Komnpomerupyomasa uadopmanus pas3MelleHHas B HHTEPHETE MOKET Cepbe3HBIM
00pa3oM OTpPA3UTHCS Ha TBOEH peayibHOU Kku3HU. «[[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBOoe MeCTO JKUTEJbCTBa, y4yeObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
o ToM, uTo ororpadusi, pa3MellleHHas 5 JIeT Ha3ajl, cTajla IPUYUHON OTKa3a MPUHATH
TebOs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJIUIIb. Thl He 3HAENIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B IOWUCKOBBIE CHCTEMBI W COXpaHWIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haiit mHGOpPMAIIUI0O MHOTO JIET CITYCTSI CMOKET JII000H - Kak 13 J0OPbhIX MOOYKIeHUH,
TaK ¥ C HAMepeHHUeM MPUUYNHUTH BpPe/. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUHT:

1. [Tomymai, mpexze uemM 4To-TO IyOJIMKOBATh U TEepefaBaTh y ceOsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpolikax npoduig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPO(UIA U ero
COJIEPKUMOTO, CZleJIald €T0 TOJIBKO «JJIS IPy3ei»;

3. He pasmemaii 1 He ykasbiBail HHGOPMAINIO, KOTOPas MOKeT KOT0-JT100 OCKOPOJISThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIIKOJIbHUKH- AKTUBHBIE I10JIb30BaTeI ITU(GPOBOrO IIPOCTPAHCTRA.
OnmHako Jajieko He Bce 3HAKT, YTO II0JIb30BaHHME MHOTUMH BO3MOKHOCTSIMH
nudpoBoro Mupa TpedyeT coOJII0eHs ITPaB Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIeKTyaIbHasA COOCTBEHHOCTb» OTHOCUTCH K PA3JIMUYHBIM TBODEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHWH U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHUYMBasg KHUTaMH, (otorpadusimu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HAyKH, JIUTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCcTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOpa He Oy/IeT HAal[PACHBIM, IACT MY
CIpaBe/JIMBblE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, IMOJIYUUTh
HU3BECTHOCTH U Npu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJIUTH
ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPHUPOBATh, IIPOJIaBaTh,
UMIIOPTHUPOBATh, IyCKAaTh B MPOKAT, IIyOJUUYHO HCIIOJHATH, TOKA3hIBATh/UCIIOIHATD B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOIO OOecIeueHusT MOXKET IPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKUDOBKH TBOETO
YCTPOUCTBA, TJle YCTAaHOBJIEHHBIHN He JierajibHasA mporpaMmma. He cTout Taxske 3a0bIBaTh,
YTO CYIIeCTBYET JieTaIbHbIE B OecIIaTHbIE TPOTrPAaMMbI, KOTOPbIE MOXKHO HANTH B CETH.

O noptase

CeTeBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IOHATHBIM K JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUTBhCSA 34 COBETOM. A TakXKe NPUHATH y4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!



[Ipunoxenue N° 3

ITamaTka a1 poauresed 06 nHPOPMAITMOHHON 0€30MacHOCTH
aereu

Onpenenenne TepMuHa «WHGPOPMAIMOHHASA 0€30MacHOCTh JIETEH» COJEPIKUTCA B
®enepanpHoM 3akoHe N2 436-03 «O 3amute Aeteil oT HHGOPMAIIUHN, TPUUUHAIONIEH
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PErYJIUPYIOLIUM OTHOIIEHUS, CBA3aHHbIE C 3aIUTON
neteil oT uHOOpMAIUM, TPUYUHAIIEH BpeJl HX 370POBBI0 U (WIH) Pa3BUTHUIO.
CoryiacHO ZJaHHOMY 3aKOHY «MH(OpMAIOHHAsA 6€30I1aCHOCTb JIETEN» - 3TO COCTOSHUE
3AIUIIEHHOCTH, TPH KOTOPOM OTCYTCTBYET PHUCK, CBS3aHHBIM C IPUYNHEHHUEM
nHdopmanmel Bpezia ux 3710pOBbI0 U (1in) GU3nIecKoMy, ICUXUIECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cmny ®enepasmbHoro 3akoHa NO 436-®3 wHbopmarued, NPUUUHIIOINEA Bpe
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uHDOpMAaIUA, 3aIpelleHHas IJI paCIIPOCTPaHEHUsI CPETU IETEH;

2. nuadopmanus, pacupocTpaHeHre KOTOPOU OTPaHUYEHO CPeZU JileTel OIpe/iesIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemieHHON Jj1 pacCIPOCTpaHeHUsA cpefiu JeTell, OTHOCUTCA:

4. nHbOpManusa, noby:KaarIas JeTed K COBEPIIEHUI0 JEHCTBHUM, MPEICTABJISAIONIIX
yTpo3y WX KU3HU U (WIM) 370pOBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 37I0POBBIO,
caMOyOUHCTBY;

5. CIOCOOHOCTH BBI3BATh y JE€Tel JKeJIaHWe YIOTPeOUTh HAapKOTHYECKHEe CPEeJICTBa,
IICUXOTPOIHbIe ¥ (WIM) OJAypMaHUBAIOIIWE BeEIeCTBa, TabayHble W3/eus,
JIKOTOJIBHYIO ¥ CIUPTOCOAEPKAIIYI0 MTPOAYKIHIO, TUBO U HAIIUTKH, U3TOTaBJINBaeMble
Ha €ero OCHOBe; IPHUHATH yJYacTHE B a3apTHBIX UrpaX, 3aHUMAThCS ITPOCTUTYIIHEH,
OPOASKHUYECTBOM WJIM IIOITPOIIAaHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM OIpPaBAbIBAIONMIAA JIOMYCTUMOCTh Hacwiusd u (wim)
JKECTOKOCTU JIMO0 MOOYK/aIoas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIIEHUIO K JIIOJIAM U KUBOTHBIM;

7. OTPHUIIAIONIASA CeMeHble IeHHOCTH U (OpMHUPYIOIAsa HEyBAXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompapzpIBaoIas MIPOTUBOIIPABHOE ITOBE/IEHUE;
9. cojiep:Kallas HelleH3ypHYI0 OpaHb;
10. cozieprkaliasg nHQoOpMaIuio nopHorpadruIeckoro xapakrepa.

K nundopmarnuu, pacnpocTpaHeHre KOTOPOU OTPaHUYEHO CPeJIU JIeTel OIpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uadopMaIus, Ipe/cTaBiaseMass B BUAe U300pakeHHsA WIH OIMHCAHHUS 3KECTOKOCTH,
¢usnueckoro u (WIKM) TCHXWMYECKOTO HACWIHS, IPECTYIUVIEHHSA WJIM HWHOTO
aHTHUOOIECTBEHHOIO JEeHCTBUA;
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2. BBI3BIBAIONIAA y JIETEH CTpax, y:Kac WM IMaHUKY, B T.Y. IIPEJICTaB/IsIeMas B BHJE
n300paskeHUsl WJIM OIMCAaHHUs B YHIDKAIOIIEW 4YeJ0BEeUEeCKOe JOCTOMHCTBO dopme
HEHAaCHJIbCTBEHHOU CMePTHU, 3a00JIeBaHUA, CAMOYOHUICTBA, HECYACTHOTO CJIy4asi, aBapUU
WU KaTacTpodbl U (MJTHN) UX ITOCIIE/ICTBUMH;

3. IpeJicTaBjsieMas B BHUJIe N300pa*keHUsI UM OIMCAHUS TIOJIOBBIX OTHOIIEHUH MEXKIY
MY>KYUHOU U KEHIITUHOU;

4. coaeprkauana 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HeIleHBypHOI;JI 6paHI/I

C yuetom sToro Bam npepsiaratorcs npaBusia paboTel B ceTy IHTEpHET ISl Pa3/IMYHbBIX
BO3PACTHBIX  KaTeroOpuH, cOOJIIOJIeHNEe  KOTOPBIX  IIO3BOJIUT  0O0ECIeYHUTh
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIUX JE€TEMN.

OO1ue mpaBwIa JIIsL POAUTEIEH

1. HezaBucumo oT Bo3pacTa pebeHKa WCIOJIB3YHTE HIPOTPAMMHOE ObOecredyeHue,
nomorariiee GUIBTPOBATh U KOHTPOJHUPOBATh WH(OpMAIUIO, HO He IIoJlaraliTech
ITOJTHOCTBIO HA Hero. Baire BHUMaHMe K peOeHKY - TJIaBHBIH METO/T 3alllUThI.

2. Ecytu Baimn pebeHOK MMeeT akKKayHT Ha OJHOM U3 COuaIbHbIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATe/JPHO HU3yuUTe, KAKYI0 WH(OOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOUX Npodmisax u Osorax, BkIUas Qororpadpuu u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JPYTMMH CaWTaMH CBSI3aH COIMAJIbHBIA cepBHC Barero
pebenka. Crpanunuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP?KATh CCHUIKU Ha HEXKeJIaTeJIbHbIE U OTIaCHbIE CAWThI (HampuMep, TOPHOCAUT, WJIU
CalT, HA KOTOPOM JIpyT yIIOMHUHAeT HOMEP COTOBOTO TejedoHa Barero pebeHka Win
Bamr qomarHui agpec)

4. IMoompsiiTe Bamux aerel cooOIaTh 0600 BCEM CTPAHHOM WJIXA OTTAJIKUBAIOIIUM U HE
CJIAIIIKOM OCTPO pearupyuTe, KOTJ/Ia OHU 3TO JeJIaloT (M3-3a OmaceHUus MOTEPATD JIOCTYII
kK VHTepHeTy JeTH He TOBOPAT POJUTENSAM O IMpobsieMax, a TaKKe MOTYT HadaTh
HCII0JI30BaTh VIHTEpHET BHE JI0MA U IITKOJIBI).

5. Bynbre B Kypce ceTeBoU *ku3HU Bamiero pebenka. IHTepecyiTeCh, KTO UX APY3bs B
W HTepHeT Tak ke, KaK NHTepecyeTeCh pealbHbIMU JIPy3bAMMU.

Bospacr ot 7 110 8 ner

B MHuTepHeTe pebeHOK cTapaeTcs MOCETUTh Te MJIU MHbIE CAaWThI, 8 BO3MOXKHO M YaThl,
paspelieHre Ha IOCEIIeHHe KOTOPHIX OH He MOoJydus Obl OT poxuteseil. ITosTtomy
poauTesisiMm OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEIOCTABJISIOTCS
MporpaMMaMy TI0 OTPAHUYEHHIO HCIIOJIb30BaHUA HTEpHeTa, T. €. PoauTenbckuii
KOHTPOJIb WJIM TO, YTO BbI CMOXKETE YBUJIETH BO BpeMeHHbIX (ainax. B pesynbrarte, y
pebeHKa He OyeT OIIyIIeHUs, YTO 32 HUM BeJIETCA IMOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poauTenu OyAyT TMO-TIPEXKHEMY 3HaTh, KaKHe CAUThI IOcelaeT ux pebeHOK. JleTu B
JAaHHOM BO3pacTe 00Jafjal0T CHJIBHBIM YYBCTBOM CEMbH, OHHU JOBEPUHUBBHI U HE
COMHEBAIOTCs B aBTopuUTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IyTENIECTBOBATD I10
HHTepHETY, HCHOJB3ys 3JIEKTPOHHYIO IIOYTY, 3aXOAUTh Ha CAWThl W 4YaThl, HE
peKOMeH/I0BaHHbIE POAUTESIMH.

Cosetsl o 6e30macHOCTH B ceTu MIHTepHeT /i1 AeTelt 7-8 et



1. Co3paiiTe CIMCOK JOMAIIIHUX MPaBWJI HocelleHus: I HTepHeTa IpU yYaCTHU JeTeld U
TpeOylTe ero BHITIOJTHEHUS.

2. TpeOyiite oT Bamiero pebenka coOJiofieHUsI BPEMEHHBIX HOPM HAaXOXJIEHUS 34
KoMIbIoTepoM. Ilokakute pebeHKy, YTo Bbl HabI0aeTe 3a HUM He IMOTOMY 4YTO Bam
3TO XOUYeTCs, a MOTOMY YTO BbI 6€CIIOKOUTECH O €r0 6e30IMACHOCTH U BCETZA TOTOBHI EMY
IIOMOYb.

3. Komnbrotep ¢ nosikioueHneM K VIHTEpHETY /TOI?KEH HaXOAUThCsS B OOIIed KOMHAaTe
10/l IPUCMOTPOM POTUTENIEN.

4. I/ICHOJ'II)BYI‘/}ITG criequa/JibHbI€ AE€TCKHE IIOMCKOBbIE MAIlIMHbI.

5. Mcnosnp3yliTe cpeacTBa 6JI0KUPOBAaHUS HeKeIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEHUe
K CTaHZApTHOMY PouTeIhcKOMY KOHTPOJIIO.

6. CozpmaiiTe ceMEWHBIHA 3JIEKTPOHHBIA SINMHK, YTOOBI HE TO3BOJIUTH JETSIM HMETh
cobCTBEHHBIE ajipeca.

7. BiokupyiTe mOCTyn K caiTaM ¢ OecCIyIaTHBIMU ITOYTOBBIMH SIHUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIIETO IPOTPAMMHOT0 00eCIIede .

8. Ilpuyuure pereii coBeTOBaThcsA ¢ Bamu mepes; omyOJIUKOBaHUEM KaKoOM-JIOO0
UHPOpPMALU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (HOPM U
npoduien.

9. Hayumure pnereii He 3arpy:kaThb (ailibl, IPOrpaMMbl WJIH MY3bIKy 0e3 Balllero
COTJIaCHA.

10. He paspemaiite AeTAM HCIOJAb30BaTh COY»KObI MTHOBEHHOTO oOOMeHa
COOOIIEHUSAMU.

11. B «6esblii» CIUCOK CAMTOB, pa3peIIEeHHBIX /IS TIOCEIEHNSA, BHOCUTE TOJIBKO CAUTHI C
XOpOIlIIeN pernyTanuen.

12. He 3abbIBaiiTe GecezioBaTh ¢ 1IeTbMU 00 UX JIpy3bax B MIHTEpHETE, KaK ecyTu OBl peyb
1IJIa O JIPY3bsIX B PeasIbHOU KU3HU.

13. He genaiite «Taby» 13 BOIPOCOB IIOJIOBOM »KU3HU, TaK Kak B VIHTepHeTe JIeTh MOTYT
JIETKO HATKHYTBCA HA MMOPHOTPAadUIO WIIN CAUTBI «/IJIS1 B3POCIIBIX».

14. Ilpuyuurte Bamero pebGeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOrax,
cBsI3aHHBIX ¢ THTepHETOM. OCTaBalTECh CIIOKOMHBIMU U HAIIOMHUTE JIETAM, YTO OHU B
0e30IIaCHOCTH, €CJIM CaMH paccKa3aJidi BaM O CBOUX TpeBorax. [loxBajiuTe WX U
IIOCOBETYITE IOJIOUTH ellle Pa3 B MOI00HBIX CIyYasiX.

Bospacr zgereii oT 9 10 12 JieT

B manHOM BO3pacTe JeTH, KaK MPaBUJIO, YK€ HAC/IBIIIIAHBI O TOM, Kakas WH(opManus
cymectByer B MHTepHere. COBEpIIEHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBHJETbH,
MPOYECTh, YCJIBIMIATh. IIpH 3TOM HYKHO IIOMHHTB, UTO JOCTYH K HeKeJIaTeJTbHBIM
MaTepHajyiaM MOKHO JIETKO 3a0JI0OKHpOBaTh HPU IIOMOINM CPEJCTB PoauTeIbcKoro
KOHTPOJIS.

CoBeThlI 110 6€30ITaCHOCTH JJISA AeTEH OT 9 10 12 JIeT



1. Co3zialiTe CIIMCOK JIOMAITHUX MPaBUWJI MocelleHus: MHTepHeT NP yJacTHU JIeTed U
TpeOylTe ero BHITIOJTHEHUS.

2. TpeOyiiTe oT Bamrero pebeHka coOII0IeHUA HOPM HaX0K/IEHUSA 32 KOMITBIOTEPOM.

3. Habirogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, YTO BbI
0eCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/Ia TOTOBHI OKa3aTh €My ITOMOIITb.

4. Kommpiorep ¢ mosiktoueHreM B IHTepHET JIOJKEH HAXOJUTHhCS B OOIIEH KOMHAaTe
IO/l IPUCMOTPOM POJIUTENIEN.

5. Ucnosb3yiiTe cpeacTBa GJI0KUPOBAHUSA HEXKEIATETbHOTO KOHTEHTA KaK JIOMOJTHEHHNE
K CTaH/IaPTHOMY PO/IUTETECKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATDh HEIMIOCPEJCTBEHHOE YUacTHe B JKU3HHU pebeHKka becesoBaTh
¢ eTbMU 00 UX Apy3bsax B IHTepHeTe.

7. HacramBaiiTe, 4TOOBI JIETU HUKOT/IA HE COTJIAIIAINCH HA JIUYHbBIE BCTPEUH C JIPY3bIMHU
o urepHery.

8. Ilo3BosAlTe JIeTAM 3aXOAUTh TOJBKO HA CAUTHI U3 «0EJI0ro» CIIMCKA, KOTOPBIN
co3ZlaliTe BMECTe ¢ HUMHU.

9. Ilpuyuute peTeli HUKOI/IAa He BbBIJIaBaTh JIUYHYIO HHGOPMALUIO CpeICTBAMU
BJIEKTPOHHOM IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOrO oOOMeHa COOOIIeHHUsAMY,
perucTpanyoHHbIX (OpM, JUYHBIX ONpPOUIel U NPU PErucTparuyd Ha KOHKYPCHI B
HNHurepHere.

10. [Ipuyunre feTeil He 3arpykaTh nMporpammsl 0e3 Bamiero paspemenus. O0bscHUTE
UM, 4YTO OHU MOTYT CJIy4alHO B3arpy3uTh BHUPYChl W JPYroe HeXKeJaTeIbHOe
IporpaMMHOe obecIieueHue.

11. Cospmarite Bamemy pebOeHKY OTrpaHHYEHHYIO YYETHYIO 3allich I PaboThl Ha
KOMIIBIOTEPE.

12. Ilpuyuure Bamero pebGenka coobmiaTe BaM O JIIOOBIX Yrpo3ax WJIH TPEBOTAX,
cBaA3aHHBIX ¢ MHTepHeTOM. HamoMHuTe A€TAM, YTO OHU B OE€30MACHOCTH, €CIU CaMU
pacckasajiy BaM O CBOMX TPEBOTaxX U ONaceHUAX.

13. Pacckaxure sietsim o nopHorpaguu B UHTepHeTe.

14. HacrauBailiTe Ha TOM, YTOOBI JE€TH TMPEAOCTABJISUIM BaM JIOCTYII K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOETHJIUCH, UTO OHU He O0IIAIOTCS C HE3HAKOMIIAMH.

15. OOBsACHUTE [AeTAM, 4YTO HeJb3s WCIOJb30BaTh CeTh JJIs XyJWUTAHCTBA,
pacrpocTpaHeHus CIJIeTEH WU yTPO3.

Bospacr zmereti OT 13 /10 17 JIET

B aTOM BO3pacre MOAPOCTKH AKTHBHO HCIIOJIB3YIOT ITOMCKOBBIE MAIIIUHBI, ITOJIb3YIOTCS
AJIEKTPOHHOU IIOYUTOU, CIYKOaMH MTHOBEHHOTO OOMEHa COOOIIEHHSIMM, CKAauHBaIOT
My3bIKy W QWIbMbI. MasbunKaM B 3TOM BO3pacTe OOJIbIlle MO0 HPaBy CMETaTh BCe
OTPAaHUYEHUs, OHH JKOKAYT TpPydOTO IOMOpA, a3apTHBIX WUTDP, KAPTUHOK «JIJIA
B3POCJIBIX». J[eBOUKHU IIPEAIIOYNUTAIOT OOIAThCS B YaTax, P 3TOM OHHU ropaszo Oojiee
YyBCTBUTEJILHBI K CEKCYyaJIbHBIM JIOMOTaTeJIbcTBaM B IHTepHeTe.



3aJvacryio B JAaHHOM BO3pacTe POAUTENAM y3Ke BeChbMa CJIOXKHO KOHTPOJIUPOBATh CBOUX
neTel, Tak kKak 00 IHTepHeTe OHU y:Ke 3HAIOT 3HAUUTEIBHO OOJIbIIIe CBOUX POAUTENEN.
Tem He MeHee, He OTIycKaiiTe JeTell B «CcBOOOAHOe IIaBaHWe» 1O IHTepHeTy.
CrapaiiTech aKTUBHO Y4acTBOBaTh B 00II[eHNU pebeHKa B VIHTEpHeTe.

BakHO TmoO-TIpeskHEMY CTpPOro coOsofaTh mpaBwia HTepHeT-0€30MacHOCTH -
corJlallieHue MeXAy POJUTENSIMU U JeTbMHU. Kpome TOro, HEOOXOAMMO KaK MOKHO
yalle mpocMaTpUBaTh OTUETHI O JlesiTeIbHOCTH JieTelr B MHTepHeTe. Cieyer oOpaTUTh
BHUMAaHHE Ha HEOOXOJMMOCTh COJEPIKAHUSA POAUTEIbCKUX TapoJiel (Imaposiei
aJMUHHCTPATOPOB) B CTPOTOM CeKpeTe MW O0paTUTh BHHMaHHE Ha CTPOTOCTh 3TUX
rapoJien.

CoBerTbl 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 70 17 JIeT

1. CozmaiiTe CHOHCOK JIOMAIIHUX IIPaBUJI IocelleHuWs VHTepHeTa NTpU Y4acTUU
MIOZ[POCTKOB W TpeOyiTe 06e3yCIOBHOTO ero BbINOJNIHEeHUsA. OOroBoputre ¢ pebeHKOM
CIIMCOK 3ampelieHHbIX CAaWTOB («4YepHBIH CIIMCOK»), Yackl paboTel B LIHTepHeTe,
PYKOBOZICTBO 110 001ieHuI0 B FIHTEepHETe (B TOM YHCJIe B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHHEM K ceTH MHTEpHET JO/KeH HaXOAUThCA B OOIIen
KOMHare.

3. He 3abbiBatiTe GecezioBath ¢ AeThbMH 00 UX Apy3bsax B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa3oM, OyATO PeUb HAET O IPY3bsIX B peasIbHOM ku3HU. CrparuBaiTe
0 JIIOJASAX, C KOTOPHIMH JIETH OOINAIOTCA IOCPEACTBOM CIy»KO MTHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOAU UM 3HAKOMBI.

4. Ucnionp3yliTe cpezcTBa GJIOKMPOBAHUS HEMKEJIATEJIbHOTO KOHTEHTA KaK JIOTOJIHEHNE
K CTaH/IapTHOMY Po/iuTessbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IOJIB3yIOTCA Bamm getu. IToompsiiTe
HCIIOJIb30BaHWE MOJIEPHPYEMbBIX YAaTOB W HaCTaWBalTe, YTOOBI JIETH He OOIIAIUCh B
MIPUBATHOM PeKUMeE.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUIUCH JIUYHO C JIPY3bIMHU U3
cetu lHTEpHET.

7. llpuyuuTte [leTeil He BbBIIABaTh CBOIO JIMUHYI0 HWHGOpPMALUIO CpeJicTBaMU
BJIEKTPOHHOM IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHHUsAMH,
perucrpanyoHHbIX (OpM, JUUYHBIX ONpOodUIed U IPU PerucTparui Ha KOHKYPCHI B
HNHurepHere.

8. IIpuyuute aeteil He 3arpy:kaThb mporpaMmMbl 6e3 Barero pasperenusa. O0bsacHUTE
UM, YTO OHH MOTYT CJIy4allHO B3arpy3uTh BHUPYChl WJIN JIPYyroe HeXKeJaTeIbHOe
IIporpaMMHOe obecrieueHue.

9. Ilpuyunre Bamero peGeHka cooOmaTh BaM O JIIOOBIX yrpo3ax WA TPEBOTax,
cBsA3aHHBIX ¢ MHTepHeTOM. HamoMHuTe /eTsiM, YTO OHM B 0E€30IIaCHOCTH, €CJTH CaMHU
pacckasajii BaM, O CBOMX yTpo3axXx WM TpeBorax. IloXBajnuTe WX U IOCOBETYHTE
MIOZIONTH ellfe pa3 B MOA00HBIX CIyYasX.

10. Pacckaxkute getsMm o nopHorpaduu B MHTepHeTe. [loMoruTe MM 3alUTUTHCA OT
criama. HayuuTe mnoApOCTKOB He BbIZIaBaThb B LIHTepHETEe CBOero peajibHOTO
SJIEKTPOHHOI'O ajjpeca, He OTBeYaTh Ha HeKesaTesJbHble IIMCbMa W MCIIOJIb30BaTh
cIernajabHble TOYTOBbIE (DUIIBTPHI.



11. HpI/Iy‘-II/ITe cebs1 BHAKOMUTHCS C CaﬁTaMH, KOTODPbIE ITOCEMAIOT ITIOAPOCTKH.

12. HayuwnTe /ieTeli yBaXkaTh APYTHUX B HHTEpHETE. YOeAUTeCh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIETro MOBeAEHU AeUCTBYIOT Be3fie — Jla’ke B BUPTyaJIbHOM MUPE.

13. OObBsACHUTE JIeTM, YTO HU B KOeM CJiyuyae HeJb3f HCI0Jb30BaTh CeThb A
XyJIUTAHCTBA, PACIPOCTPAHEHUS CIJIETEH WIN YTPO3 APYTUM JIIOJAM.

14. Ob6cyanTe ¢ MOAPOCTKAMU IIPOOJIEMBI CETEBBIX a3apPTHBIX UTP M UX BO3MOKHBIM
puck. HanmomHuTE, YTO /IeTH HEe MOTYT UTPATh B 3TU UTPHI COIJIACHO 3AKOHY.

[TocToOAHHO KOHTPOJIUPYHTE Hcnoib30oBaHue MHTepHera Bamum pebenkom! Oto He
HapyllleHHe ero JIMYHOIO IPOCTPAHCTBA, a Mepa IPEeJIOCTOPOKHOCTU U IPOSBIIEHHE
Barmeit poanTesbCKON OTBETCTBEHHOCTH U 3a00THI.
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