ITpunosxenue Ne 2

K IIMCbMY

MHHHCTEPCTBO OBPA3OBAHNS I HAVKH POCCUNCKON ®EJEPALINU
ot 14 mas 2018 roma Ne 08-1184

O HarnpaBjieHHH HHPOPMAIUH

HNuadopManmnoHHaA NaMATKA 1A 00yYaIOIIUXCA /1A pa3MeIeHua
Ha opunuaabHbIx THTEepHET-pecypcax

C KakIbIM TOZIOM MOJIO/IESKU B MHTEPHETE CTAHOBUTHCS OOJIBIIE, & IIKOJIbHUKU OTHU U3
caMbIX aKTUBHBIX IMOJIb30BaTesiel PyHera. Mexxy TeM, TIOMHMO OTPOMHOTO KOJTUYECTBA
BO3MOJKHOCTEH, WHTEPDHET HeceT W IMpoOJieMbl. JTa HaMATKa JOJKHA IOMOYb Tebe
0e30macHO HaXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYCHI

KoMmbioTepHBIII BHUpPYyC - 5TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJINYUTETLHON! OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHUI. B
JIONIOJTHEHHE K 3TOMY, BUPYCHI MOTYT IOBPEAUTh WJIM IOJHOCTHIO YHUUTOXHUTH BCE
daiiibl ¥ AaHHBIE, TOAKOHTPOJIbHBIE IIOJB30BATENI0, OT HWMEHH KOTOpPOro Obuia
3alyllleHa 3apake HHasg IporpaMma, a TakKKe IOBPEUTh WM Ja)ke YHUUTOXKUTD
OIIEPAIIMOHHYIO CHCTEMYy CO BceMu ¢aiyiamMu B I1eJIOM. B OGOJBIIMHCTBE CiIydaeB
PacIpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToapI 3aIIUTHI OT BPEIOHOCHBIX IMTPOTPaAMM:

1. lcnionb3yil coBpeMeHHbIe OllepallHOHHbIE CUCTEMbBI, UMEIOII[UE ceEPhbe 3HBIA YPOBEHD
3aIUTHI OT BPEJJOHOCHBIX IPOTPaMM;

2. [TocTossHHO ycraHaBiauBail madTH (IUPOBHIE 3aIUIATKH, KOTOpPhIE aBTOMATHYECKHU
YCTaHABJIWBAIOTCA C IIEJIbI0 JOPAaOTKM IPOTPaMMBbI) U JApyrue OOHOBJIEHUS CBOEU
omnepanmuoHHOU cucTeMbl. CkaumBai UX TOJIBKO ¢ OQUIINAJIBHOTO caiiTa pa3paboTunka
OC. Ecsu cyiiecTByeT peskKiUM aBTOMaTHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paborait Ha cBOeM KOMMBIOTEPE MO/I IIPaBaMHM ITOJIb30BaTENIsI, 4 HE aJIMUHUCTPATOPA.
ITO HEe MO3BOJIUT OOJIBIITMHCTBY BPEAOHOCHBIX IIPOTPAMM HHCTAJIMPOBAThCS HAa TBOEM
IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vlcriosib3y¥i aHTUBUPYCHBIE POTrPaMMHBIE ITPOAYKTHI U3BECTHHIX ITPOU3BOIUTENIEN, C
aBTOMaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pu3NUECKUil JOCTYI K KOMIBIOTEPY 71 IOCTOPOHHHUX JIUII;

6. Mcrionp3yil BHeIIIHME HOCUTEeTU NHMOPMAIIUH, TaKHe Kak ¢Jienika, AucK win dhaiis us
UHTEPHETA, TOJIbKO 13 Ipo(epeHHbIX HCTOYHUKOB;

7. He oTKpbIBaili KOMIBIOTEPHBIE (hAMIIBI, TOJYYEHHBIE U3 HEHA/E JKHBIX MCTOUYHHKOB.
Haxe Te ailyipl, KOTOpble MHpHUCIaJ TBONU 3HAKOMBIN. Jlydile yTOUHU y Hero,
OTIIPABJISII JIU OH TeOe UX.




Cerun WI-FI

Wi-Fi - 570 He BuJi mepeiauu IaHHBIX, HE TEXHOJIOTHSA, a BCETro JIUIIb OpeH/1, Mapka. Emie
B 1991 ToAy HUJepJaHJcKasg KOMIaHUs 3apeructpupoBasia Openz; « WECA», uro
obo3Hauasmo ciaoBocoueranue «Wireless Fidelity», koTopwiii mnepeBomHTCS Kak
«becrpoBOIHAS TOUHOCTH ».

Jlo Hamiero BpeMeHU JOLLIA Apyras abOpeBuaTypa, KOTOpasl fABJAETCA TAKOM IKe
TexHoJioruer. Ato abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JJAHO ¢ HAMEKOM Ha
CTaHAApT BBHICIINK 3ByKOBOW TexHUKU Hi-Fi, 4To B mepeBosie O3HAYaeT «BBICOKAS
TOYHOCTB>.

Jla, GecryiaTHBIM WHTEPHET-ZOCTYI B Kade, OTeIAX U adPOINOPTaX ABJISETCS OTIUIHON
BO3MO’KHOCTBIO BBIXOla B WHTEepHET. HO MHOrHe BOKCIIEPThI CUYHUTAIOT, UYTO
obmeocrynabie Wi-Fi cetu He sABJIsIIOTCSI 6€301TaCHBIMH.

CoBeTshI MO 0€e30IIaCHOCTH padoTe B O0IIEAOCTYMHbIX ceTax Wi-fi:

1. He nmepenaBaii cBoro JinuHyI0 WHOpManuio yepe3 obienocrynubsie Wi-Fi ceTu.
PaboTas B HUX, KeJIaTeJIbHO He BBOAUTH I1IaPOJIH I0CTYIIA, IOTUHBI U KaKue-TO HOMepa;

2. Vcnosnp3yit 1 OOHOBJISIN aHTUBUPYCHBIE ITPOrpaMMBbl B OpaH/iMayep. TeM caMmbIM
ThI 06e30macuIlb cebsl OT 3aKaUKU BUpyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonszoBanuu Wi-Fi otkiatoun ¢yHkiuio «O0muil goctyn k daitiam u
npuHTepam». JlaHHasg QYHKIUS 3aKphiTa 110 YMOJYAaHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIH AKTUBUPYIOT €€ JJIsA yZI00CTBA UCII0JIb30BaHUsI B paboTe min yuebe;

4. He ucnossayit myosrmaabid WI-FI ju1s riepeaun TMYHBIX JAHHBIX, HAITPUMED JIJIA
BBIX0/IA B COI[MAJIBHBIE CETH UJIHN B 3JIEKTPOHHYIO IIOYTY;

5. Wnosnb3yit ToabKo 3amuiieHHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. ipu
Habope Beb-apeca BBoM UMeHHO «https://»;

6. B wmoOunpHOM TestedpoHe oOTkIIOUM GyHKOUI «Ilopkimouenune k  Wi-Fi
apTomMarnyecku». He fiomyckail aBTOMaTUUECKOTO MOAKIIOUEHHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coracusi.

ConunajibHBIE CETU

CornpaabHbIe CETH aKTUBHO BXOAT B HAIIy KHU3Hb, MHOTHE JIFOAW PA0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucrpupoBaH MUJLIHAP]T YEJIOBEK, YTO SIBJISETCS
OJIHOM ceAbMOM BCEX >KHMTeJIeH IUIaHeThl. MHOTrHE II0JIb30BaTeId He ITOHMMAIOT, 4TO
nHbopManus, pasMelleHHass UMU B COIMAJIbHBIX CETSX, MOKET ObITh HaijieHa U
HCITOJIb30BaHa KEM YTO/IHO, B TOM YKCJIE He 0053aTeIbHO ¢ 6JIaTHMK HaMEPEHHUAMHU.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COoOIMaJIbHbBIX CE€TAX:

1. OrpaHuYb CITUCOK JIpy3eil. Y TeOs B APY3bAX HE JOJIKHO OBITh CIyYaWHBIX U
HEe3HAKOMBIX JIIOZEH;
2. 3aluinai cBOI0 YacTHYIO »Ku3Hb. He ykaspIBail maposiu, TesieoHbl, ajpeca, 1aTy

TBOETO POXKJEHUA U APYryI JIMYHYI0 HHQPOpManui. 3JI0yMBIIIEHHUKH MOTYT
HUCHOJIb30BaTh Ja)ke MH(POpPMAIMI0 O TOM, KaK Thl U TBOU POAUTENU IUIAHUPYyeETe
MIPOBECTU KAHUKYJIbI;




3. 3amuInai cBoI PemyTaIuio - IEPKU ee B YHUCTOTE U 3a7[aBail cebe BOIIPOC: XOTe
OBbI THI, YTOOBI JIPYTHE MOJIB30BATEIA BHU/IEJIH, YTO ThI 3arpyKaemib? Ilogymaii, mpexie
YyeM UYTO-TO OIIyOJIMKOBATh, HAIIKCATh U 3aTPy3UTh;

4. Ecsiut TBI TOBOPHIIIB C JIIOABME, KOTOPBIX He 3HAEIIh, HE UCIIOJIB3YH CBOE PeaIbHOe
UMs U JPYTYIO TUYHYI0 HHPOPMaINU: UM, MECTO KUTEIHCTBA, MECTO YIEOBI U IIPOYEE;

5. N36eraii pasmemenus ¢ororpaduii B MHTEepHeTe, rze Thl HM300pakKeH HAa
MECTHOCTH, II0 KOTOPOU MOKHO OIIPEIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [TIpyn perucrpanuy B COLMAJIBHOU CETH HEOOXOJVMO HCIOJIb30BATh CJIOXKHBIE
[apoJiu, CoCToAIIMEe U3 OYKB U UQP U ¢ KOJIMUeCTBOM 3HAKOB He MeHee 8;

7. JI7isi comuasibHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh
pasHble maposiu. Torga ecau Tebsl B3JIOMAlOT, TO 3JI0YMBIIUJIEHHUKH IIOJIydaT JOCTYII
TOJIBKO K OTHOMY MECTY, a He BO BCe Cpasy.

JJIeKTPOHHBIE IEHbI'!

ONEeKTPOHHBIE JIEHbI'H — 3TO OYeHb YAOOHBIN CITOCO0 IUIaTeKel, OTHAKO CYIIeCTBYIOT
MOIIIeHHUKH, KOTOPbIE XOTAT MOJIYYUTh 5TU A€HBbIU.

OJIEKTPOHHBIE JIeHbTU MOSBUJIMCH COBCEM HEJAaBHO M MMEHHO H3-3a 3TOT'O BO MHOTHUX
rOCy/IapCTBAaX /IO CHUX IIOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (QYHKIIMOHUPYIOT U O HUX YK€ TIPOIHCAHO B 3aKOHE, I7Ie UX PA3/Ie/ISIOT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIE U He aHOHUMHBIe. PasHuIia B TOM, YTO aHOHUMHBIE -
3TO Te, B KOTOPBIX paspelraeTcsi IMPOBOAUTH oOllepaluu 0e3 uaeHTU(GUKAIUT
IIOJIb30BATENISI, & B HEAHOHUMHBIX WAEHTU(MHUKAIIUN II0JIb30BAaTesA  SBJISIETCSA
00s3aTeJIbHOM.

Takske ciezyeT pasjiuyarh 3JIEKTPOHHBIE (pUATHBIE JIeHbI'U (PaBHBI OCYZAPCTBEHHBIM

BJIIOTAaM) U BJIEKTPOHHBIE He(pUaTHBIE JIEeHbIY (He paBHBI TOCY/IaPCTBEHHBIM BATIOTaM).

OCHOBHBI€E COBETHI IO 0€30MaCHOU PaboTe ¢ IEKTPOHHBIMHU JI€HbraMHU:

1. [IpuBsku K cyeTy MOOUJIBHBIN TesleOH. ITO caMbIil yAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsa3aHHbIN TesieOH TOMOKET, ecu 3a0yzelb CBOM
IUIATEXKHBIN MAapOJIb UJIX 3aielb HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosnp3yit omHOpa3oBkle maposin. [locse nepexosia Ha yCHIEHHYIO aBTOPU3AIIHUIO TeOe
yKe He Oy/IeT yrpoKaTh OIMaCHOCTh KPayKH WJIU IepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu ciiokHBIN maposb. IlpectynmHukam OyzeT He MPOCTO YraZaTh CJIOKHBIN
naposb. Hazexxable naposayu — 3TO apoJid, KOTOphIe cojJiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOYHBIE U MPONHUCHBIE OYKBBI, TUMPHI U HECKOJIBKO CHMBOJIOB,
TaKue KaK 3HaK JIoJi1apa, PyHTa, BOCKJINLATEIbHBIN 3HaK U T.I1. Hannpumep, StROng!;;

4. He BBOJ Y CBOU JIMYHbBIE JJAHHbBIE Ha CaﬁTaX, KOTOPBIM HE NOBEPACIID.




AJIEeKTPOHHAA IOUTAa

IJIEKTPOHHASA [I0YTa — 3TO TEXHOJIOTHSA U IIPENOCTABISEMBIE €10 YCIYTH 110 IIePEChLIKE 1
MIOJIyUYeHUI0 3JIEKTPOHHBIX COODIIEeHUM, KOTOphle pacHpefesisioTcd B KOMIbIOTEPHOU
cetd. OOBIYHO OJJIEKTPOHHBIM IIOYUTOBBIA SIMWUK BBIIVIAAUT CJIEAYIOMUM 00pa3oM:
UMSI_TI0JIb30BATe/ A @UMsI_oMeHa. Takke KpoMe Mepeiady IPOCTOr0 TEKCTa, HMEETCS
BO3MOXKHOCTD I1epe/IaBaTh (pamsibl.

OcCHOBHBIE COBETHI IO 0€30IMaCHOM padoTe C JIEKTPOHHOM IOYTOM:

1. Hayo BbIOpaTh NMpaBUJIBHBIN MOYTOBBIM cepBUC. B MHTepHeTe ecTh OTPOMHBIN
BBIOOP OecIyIaTHBIX ITOYTOBBIX CEPBHCOB, OJJHAKO JIYYIllEe JOBEPATh T€M, KOTO 3HAENIb U
KTO IIEPBBIN B PENUTUHTE;

2. He ykaspiBall B JIMYHON mouTe JuuyHyl0 uHopmanuo. Hanmpumep, syudiire
BBIOPATh «My3BbIKAJBHBIN_(aHAT@ » WIH «POK2013» BMECTO «TeMal3»;

3. Hcnonp3yl ByXSTallHYI0 aBTOPU3alUI0. JTO KOT/Ia MOMHMO MapoJisd HYKHO
BBOJUTH KO/, MIpHChLIaeMbI 110 SMS;

4. Bribepu c10KHBIN TTaposIhb. [[JIs KaXkA0T0 MOYTOBOTO AIUKA JIOJKEH OBITH CBOM
Ha/Ie’KHBIU, yCTOUYMBBIN K B3JIOMY HapOJib;

5. Ecu ecTh BO3MOXKHOCTD HAIIUCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIb3YH ATy
BO3MOXKHOCTb;
6. Hcrosnp3yil HECKOJTBKO TTOYTOBBIX SITUKOB. I1epBBIN 711 YaCTHOU IEPENMUCKH C

azpecaTaMu, KOTOPBIM TbI JIOBepsielllb. ITO 3JIeKTPOHHBIN aJipec He Ha/l0 UCIO0JIb30BaTh
IIpU perucrpanuu Ha GopyMax U caiTax;

7. He oTkppiBaii ¢haiyibl 1 APyTHE BIOKEHUA B TUChMAaX JaKe €CJIM OHU IIPUIILIIA OT
TBOUX Apy3eil. JIyuliie yTOUYHU Yy HUX, OTIIPABJISIIN JIM OHU TeOe 3TU daiiibl;

8. IToce okoHuaHMs PabOTHI Ha IIOYTOBOM CEPBUCE TEPE] 3aKPBHITHEM BKJIAJIKH C
caiToM He 3a0y/Ib Ha3KaTh Ha « BEIATH».

Kuo6epOy/L/IMHT WM BUPTyaJbHOE U3/1€BaTEJIbCTBO

KI/I6ep6y.TIJII/IHF — IIpeciieaioBaHue COO6H_leHI/I}IMI/I, cogepKalliuMu OCKOp6JIeHI/IH,
arpecCcuro, 3allyruBaHHE; XYJINTaHCTBO; COIMAJIBHOE 60fIKOTHpOBaHH€ C IIOMOIIIbIO
Pa3JINYHBbIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI IO 00PHOE ¢ KNOEPOY/VIMHIOM:

1. He O6pocatics B 601i. JIydruii crioco0: MOCOBETOBATHCA KAK ce0s1 BECTHU U, €CJIU HET TOTO,
K KOMY MOKHO OOpaTHUThCS, TO BHAUaJIe YCIIOKOUThCS. EC/IM ThI HAUHEITbh OTBEYATh
OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUSI, TO TOJIBKO ellle OOJIbIIle Pa30KIKEITh KOH(DJIIUKT;

2. YrpasJisii cBoel KubeppenyTaruen;

S.AHOHI/IMHOCTB B CeTHM MHHMadA. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHHUMHBIM aKKAaYHTOM;

4. He cTout BecTu XyJUuraHckuii o6pa3 BUPTyaybHOU *ku3HU. IHTEpHET (PUKCHUpYeET Bce
TBOU JIEUCTBUS U COXPAHAET UX. YJAJIUTD UX Oy/IeT KpaiiHe 3aTPYHUTEIIHHO;




5. Cobutto/1ati CBOM BUPTYaJIbHYIO YECTH CMOJIOY;

6. UrHOpupy¥ emHUIHBIN HeraTuB. O/THOPa30BbIe OCKOPOUTETbHBIE COOOIIEHUS JTyIIie
urHopupoBaTh. OOBIYHO arpeccusi IpeKpalaeTcs Ha Ha4aJIbHOU CTa/iny;

7. Ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUAMU, B COITUATTBHBIX
CETSIX €eCTh BO3MOIKHOCTb OJIOKHPOBKH OTIIPABKH COOOINEHUH C OIpe/ieIEHHBIX
aJIpecoB;

8.Ecsim TBI cBUzeresb KuOepOysutuHTa. TBOM JIEHCTBHUA: BBICTYIIUTH IIPOTHUB
IpecjiefiloBaTesisd, IIOKa3aThb €My, YTO €ero JeWCTBUS OLIEHUBAIOTCS HeraTUBHO,
MOAIEPXKATh KEPTBY, KOTOPOM HY)KHA IICUXOJIOTMYecKas IIOMOIllb, COOOIIUTD
B3POCJIBIM O (pAKTe arPeCCUBHOIO IIOBEIEHUS B CETU.

MoouabHbIN Te1ehoH

CoBpemeHHbIE CcMapT(OHBI W IUIAHIIETHI COJIEpKaT B cebe BIIOJIHE B3POCIIBIA
(yHKIIOHAJ, U TENlEPb OHU MOTYT KOHKYPUPOBATh CO CTAIITMOHAPHBIMU KOMITLIOTEPAMH.
OnmHako, CpeCTB 3alUTHI JJIS OI00HBIX YCTPOIMCTB ITOKa OUeHb Masio. TecTupoBaHue U
TIOUCK YS3BUMOCTEN B HUX MPOUCXO/IUT HE TaK MHTEHCUBHO, Kak i [IK, To xe camoe
KacaeTcsi U MOOWJIbHBIX PUJIOKEH .

CoBpeMeHHbIe MOOUIJIBHBIE Opay3€ephl yKe MPAKTUUeCKH JIOTHAIU HAaCTOJIbHbIE aHAJIOTH,
OJTHAKO pacimmpeHne GyHKIIMOHAIA ByIeUeT 3a COO0H OOJIBIIYIO CI0KHOCTh U MEHBIIIYIO
3aIUIIEHHOCTbD.

Jlanexko He Bce IPOU3BOJIUTEIH BBIILYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUECKIE
ySA3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI /I/If1 0€30IMaCHOCTH MOOUJIBHOTO TesiehoHa:

1. Huuero He siBJIsieTcs MO-HaCTOsAIeMy OecIIaTHBIM. Byib ocTOpOXkeH, BeZlb Koria Tebe
npeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE
YCIIYTH;

2. Jlymaii, mpexzie ueMm oranpaButh SMS, ¢oTo unu Buseo. Thl TOUHO 3HAEIIb, T7le OHU
OyAyT B KOHEYHOM UTOTE?

3. Heob6xoamMo 0OHOBJIATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT¢OHa;
4. cnosp3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX TeJ1e(pOHOB;

5. He 3arpy>1<af/'1 IMPpUJIOKEHHNA OT HEM3BECTHOT'O HCTOYHHUKA, B€b OHU MOTYT COAEPKaTb
Bp€AOHOCHOE ITPOrpaMMHO€E O6€CH€‘-I€HI/IG;

6. [Tocste TOTO Kak ThI BBIMEIIH C CaliTa, I7le BBOAWII JIMUYHYIO HHMOPMAIHIO, 3alU B
HaCTPOUKHM Opaysepa M yaau cookies;

7. [lepnoanyecku TpoBepAl Kakue IIaTHbBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. laBaii cBOM HOMep MOOMJIBHOTO TesieOHA TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth moykeH OBITH BBIKJIIOUEH, KOT/Ia Thl UM He MoJib3yellbcsi. He 3a0biBaid
WHOT/Ia TPOBEPSATH ITO.




Online urpsr

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacouHble, 3axXBaTbhIBAIOI[HUE pa3BJIeUeHUS,
00beIUHAIONINE COTHH THICSAY YeJIOBEK 110 BceMy MUpY. VITpOKU HCCIeAyIOT JaHHBIU UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHAIOT 3aJaHUs, CPA’KAIOTCA ¢ MOHCTPAMHU M
[OJIy4aloT OIBIT. 3a YAOBOJIBCTBUE OHU IUIATAT: MOKYIMAIOT [AWCK, OIUIAYMBAIOT
abOHEMEHT WJIM IPUODOPEeTaI0T KaKue-TO OIITUH.

Bce sTu cpezcrBa uAyT Ha MOJJlep:KaHUEe U Pa3BUTHE UIPHI, a TakKe Ha caMy
0e30I1acHOCTh: COBEPIIIEHCTBYIOTCSA CHCTEMBI AaBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rmudpoBbIe 3aIUIATKYU AJ15 TPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B 1'[0]_'[06HBIX Urpax CTOUT OIlaCcaTbCA HE CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaxKH
TBOETO I1apO0Jisd, Ha KOTOPOM OCHOBAHa CUCTE€Ma aBTOPpU3alluN OOJIBIITMHCTBA urp.

OcHOBHBIE COBETHI [0 0€30MaACHOCTH TBOETO HUIpOBOTO aKKayHTa:

1. Eciiu ipyroii urpok BezieT ce6s IJI0X0 WX co37jaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CIIUCKE UTPOKOB;

2. [Toxkasylics agMUHHCTPaTOpaM WIPhl Ha IJIOXO€ IIOBEJIEHHE STOr0 UIPOKa,
’KeJIaTeJIbHO IIPUJIOKUTh KaKKhe-TO JI0Ka3aTeJIbCTBA B BU/Jle CKPUHOB;

. He ykaspiBaii inuHy0 nHdopManuoo B mpodaiisie Urpol;
. YBaKkall IPyTUX YUACTHUKOB II0 UTPE;

. He YCTaHaBJII/IBafl HeO(l)I/IIII/IaIIbHI)Ie II1aT9Yu 1 MOAbI;

o a0 W

. Mcriosip3yii ci10kHBIE U pa3Hble apoJIy;

7. Jlaxke BO BpeMs WUTPBI He CTOUT OTKJIOYaTh aHTUBHUPYC. [Ioka ThI urpaemb, TBOH
KOMITBIOTED MOTYT 3aPa3UTh.

PUIMHT WIH KpazKa TUIHbBIX JaHHbIX

OObIYHOU Kpakell JieHer U JIOKYMEHTOB CerOfHs y»Ke HUKOTO He YJUBUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUHN 3JI0YMBIIJIEHHUKU MEPEMECTUINCh B UHTEPHET, U
IIPOJIOJIKAIOT 3aHUMATBCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUIIIMHT, IJIaBHAS [EJTb
KOTOPOTO COCTOUT B IOJYYEHUH KOH(MPUIEHIMATBHBIX JTAHHBIX I0JIb30BATEJIEd —
JIOTUHOB ¥ napoJieir. Ha anruiickom s3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHAs JIOBJIA, password — maposib).

OcHOBHBIE COBeTHI IO ophOe ¢ PUUIMHIOM:

1. Cregqu 3a cBOMM akKayHTOM. Eciau ThI IIOJO3peBaelllb, YTO TBOS aHKeTa ObLia
B3JI0MaHa, TO He0OX0IUMO 3a0JIOKMPOBATH €€ U COOOIIIUTD a/IMUHHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcnosnbayii 6e30macHbie BeO-CalThl, B TOM UHCJIe, UHTEPHET-Mara3nHoOB U MOMCKOBBIX
CUCTEM;




3. Mcnosp3yii c10kHBIE U pa3Hble maposiu. Takum o0pas3oMm, eciiu TebsI B3J0MAIOT, TO
3JI0yMBIIIUIEHHUKH IIOJIyYaT JIOCTYI TOJIBKO K OJHOMY TBOeMy IIpOUJIIO B CeTH, a He
KO BCEM;

4. Ecniu Tebs B310Masu, TO HEOOXOAUMO MIPEAYIIPESUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
ZI00aBJIeHBI y TeOsI B APY3bsX, O TOM, YTO TeDsI B3JIOMaJIM W, BO3MOXKHO, OT TBOETO
“MeHU Oy/leT pacchUIaThCSA CIIaM U CCHUIKU Ha (DUIIIMHTOBBIE CANTHI;

5. YcraHoBU HazieKHBIN maposb (PIN) Ha MOOMIBHBIN TetedOH;
6. OTKJIIOUN cOXpaHEeHHe IMapoJis B Opay3epe;

7. He oTkpbIiBail (aitibl u Apyrue BIOXKEHUS B MUChMaX JlasKe €CJIM OHU IPUIILIUA OT
TBOUX JIpy3ei. JIyuiiie yTOUHH y HUX, OTIIPABJISAJIN JIN OHU Tebe 3TU aiiibl.

Hudposasa penyranua

[MudpoBas peryTanus - 3T0 HETATUBHAs WIN MO3UTHUBHAs HHGOPMAIUS B CETU O Tebe.
Kommpomerupytomas uHdopManus pasMellleHHas B UHTEPHETE MOXKET CEPhE3HBIM
0o6pa3oM OTpa3uThCA HA TBOEH peasibHOU ku3HH. «I{udpoBas pemyranus» - 3T0 TBOU
MMUJIK, KOTOPBIN opmupyeTcs u3 nHbopMalum o Tebe B UHTEPHETE.

TBoe mecTo KHUTEJIbCTBA, yqe6bl, TBOE (I)I/IHaHCOBOE II0JIOXKEHUE, 0COOEHHOCTHU XapakKTepa
" pacCKa3bl O OJIMBKHUX - BCE DTO HAKAILINBAETCA B CETH.

MHorue moAPOCTKU JIETKOMBICJIEHHO OTHOCATCSA K IMyOJIMKAIMU JIUYHON WH(POpManuu B
VHTepHEeTe, He IOHUMAs BO3MOXKHBIX IOCJIe/ICTBU. ThI Jaske He CMOXKEIIb I0TaZaThCsl O
TOM, 4TO ororpadus, pa3MelleHHas 5 JeT Ha3a/, cTaja MPUYUHON OTKa3a IMPUHSATH
TeOs1 Ha paboTy.

KommenTapuu, pasmelnieHne TBoux Qortorpaduii u Jpyrue JIeWCTBUS MOTYT He
HCUe3HYyThb Jlaske IO0CJIe TOTO, KaK Thl UX YAIUIIb. Thl He 3Haellb, KTO COXPAaHWUJ 3Ty
nHQOPMAaLHIO, IOIIAJIA JIX OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, A IJIaBHOEe:
YTO TMOAYMAIlOT O Tebe OKpysKalolllee JIIOJIU, KOTOpble HAWAyT U YBUAAT 3To. Haiitu
MHGOPMAIINIO0 MHOTO JIET CILYCTS CMOKeT JII000H - Kak U3 J0OPBIX NOOYKEeHHUH, TaK U ¢
HaMepeHUeM IPUYUHUTH BpeJl. ITO MOXKeT OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3anuTe MUPPOBOU PEITyTAI[AN:

1. [Toxymatii, mpesk/ie 4eM 4TO-TO IMyOJIMKOBATh U IepeaaBaTh y cebs B O6Jyiore WId B
COLIMAJIbHOHU CEeTH;

2. B Hacrpotikax npoduis ycTaHOBH OTPaHUUYEHUS Ha IIPOCMOTP TBOErO MPODUIIA U
€ro COIEP>KUMOTO, CJIeJIall €T0 TOJIBKO «JIJIs JIPYy3€en »;

3. He pasmemaii m He ykaspiBall HWH@OpMAaINio, KOTOpas MOXKET KOTO0-JI00
OCKOpPOJISATHh WU OOMIKATh.

ABTOpCKOE TPaBO

CoBpeMeHHbIE IIKOJBHUKH- AKTUBHBIE TI0JIb30BaTeNN IM(PPOBOTO ITPOCTPAHCTBA.
OnHAaKo /1ajIeKo He Bee 3HAIOT, UTO M10JIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU IU(MPOBOTO
Mupa TpebyeT cobJIi0/ieHUs IIPaB Ha NHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTbD.




TepMUH «UHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCHUTCSA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAsA C HOBBIX H300peTEHHWH U 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh HA MPOJYKTHl U YCJIYIM , U 3aKaH4YuMBasg KHUTamu, ¢ortorpadusamu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEIEHUAMU.

ABTOpCKHUE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh HA ITPOM3BEIEHUS
HAyKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKME IIPaBa BBICTYNAIOT B KauecTBe rapaHTUHN
TOTO, UTO MHTEJIEKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/AeT HAlIPACHBIM, JACT eMy
CIIpaBej/INBble BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEr0 TPYZAa, IOJIYYUTH
M3BECTHOCTh U Ipu3HaHue. Hukto 6e3 paspeleHus aBTopa He MOXKeT BOCIIPOU3BO/IUTH
€ro IPOU3BE/EHUEe, PACIPOCTPAHATH, IYOJIUYHO JAEMOHCTPUPOBATh, IIPOAABATH,
HMIIOPTUPOBATh, IIyCKaTh B IMPOKAT, IyOJIMYHO UCIIOJIHATH, IOKA3bIBATh/UCIOJHATD B
a¢dupe nim pazmemarts B IHTEpHETE.

Hcnosnb3oBaHue «IUPATCKOTO» IIPOTPAMMHOr0 obecriedyeHUs MOXKeT IIpUBeCTH K
MHOTUM pHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKU TBOETO
YCTPOHCTBA, I7e YCTAHOBJIEHHBIN He JierayibHasA nmporpamMma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYILleCTBYET JierajibHble U OecIIaTHbIE IPOrPaMMbl, KOTOpble MOKHO HAWTH B CETU.

O nmoprase

CeTeBI/I‘:IOK.p(l) - TBOU IJIaBHBIN COBETYUK B CETHU. 3/1€Ch Tl MOXKEIIb Y3HATH O
6e30MacHOCT B CeTH IOHATHBIM U JIOCTYIIHBIM fA3BIKOM, a NPU BO3HUKHOBEHUU
KPUTHUYECKOHN CUTyalli OOPATUTHCSA 32 COBETOM. A TaK»Ke IPUHATH yU4acTHe B KOHKypcax
U CTaTh CAaMbIM IIU(PPOBHIM IPakIaHUHOM!




